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Software

Your computer must have Macintosh 0S 10.4.2 or later in order to connect to the Duquesne wireless network, as WPA2
encryption is not supported fully in earlier versions of the Macintosh Operating System. Also, you must download or
have installed the latest AirPort software. If you are unsure of the version of your AirPort card please run Software
Update to guarantee the latest software. If your computer does not meet these requirements, you will not be able to
connect to Duquesne’s wireless network.

Hardware

The Duquesne wireless network requires WPA2 encryption, which is not supported by older AirPort cards. Only the
newer AirPort Extreme cards are WPA2 compliant.

Note: To check the type of card you have installed, click on the Apple in the leftmost part of the menu bar and navigate to
“About this Mac”. A dialog box should appear with the current OS and memory information. Click on the “More Info...”
button to display the Apple System Profiler. In the contents pane there will be a selection for AirPort Card, select it and it will
display the current card version.

Prior to configuring your machine for DugNet wireless you need to initialize your MultiPass account (credentials that you
will be using for wireless). To do so, visit https://ra.cr.dug.edu/AccountTools/multipass/initialize/ and click the link for
Initialize MultiPass Account Once you've followed the on-screen prompts and have initialized your account you can
proceed with the following instructions. Keep in mind that you will use this password that you've just created to setup
your wireless connection.

Review Duquesne's Wireless Airspace Policy

www.technology.duqg.edu/wirelesspolicy
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1. Check to make sure that your AirPort card is selected and receiving signal. It should appear in the menu bar at
the upper right. If your airport does not display wavy lines and instead is a solid pie shape then click on the icon
and dropdown box will appear with an option to Turn AirPort On.

<) (=< Mon 9:49AM )
AirPort: Off

Turn AirPort On

X

Open Internet Connect...

2. With your AirPort card on, select the Open Internet Connect... Another dialog box should appear with the
AirPort icon selected and will display connection information.

E <) @ Mon 9:52AM O
Turn AirPort Off
Duquesne
Other...

Create Network...

Use Interference Robustness

Open Internet Connect... R

3. Add the 802.1X connection to your Internet Connect dialog box. Under File in the menu bar select “New 802.1X
Connection”. This will enable the 802.1X client to install on the machine.

2ICW Edit Connect Window Help
New Connection Window 3N

o8V

Internet Connect

New VPN Connection...
New 802.1X Connection...
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4. After you select to add the 802.1X connection an icon will appear in the Internet Connect dialog box. Nothing

Connecting To DugNet Wireless (Macintosh 10.4.x, Tiger)

should be configured and your screen should look something like this

QY

OO0 6 802.1X o
@ & 0 FTaE
Summary Internal Modem Bluetooth AirPort VPN  802.1X
802.1X
Configuration: =~ Other 4
Network Port: | AirPort 4]
User Name:
Password:
Wireless Network: _:) @
L/
Status: Idle (" Connect )

5. Inthe configuration drop menu, select the Edit Configurations... option to create an 802.1X profile.

802.1X (=)

O T S m

Summary Internal Modem Bluetooth AirPort VPN  802.1X
B02.1X
Conﬁguratioq v Other '
RN " Edit Configurations... |
S —
User Name:
Password:

Wireless Network:

Status: Idle
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6. A new dialog box should appear on top. Within that screen you will need to fill out the required information.
Your username and password is your MultiPass. Make sure to select the Wireless network from the drop down.

Your profile should look similar to the screen depicted below. When you are finished click OK.

Configuration
DugNet

Network Port:

User Name:

Description:

DugNet
AirPort -

anastasio

Password:

Wireless Network:

DugNet '?'

Protocol
TTLS
TLS
LEAP
PEAP
MD5

Authentication:

L8

QR El

Select supported authentication protocols above
and then order them appropriately.

( Cancel

7. After completing the configuration you now have added a profile for your 802.1X connection. Your screen
should be similar to the one pictured below

eoe 802.1X (@)
@ 3 = 0O 6

Summary Internal Modem Bluetooth AirPort VPN  802.1X

Configuration: DuqgNet T]

Network Port:  AirPort T)

User Name: anastasio
Password: ......|
Wireless Network: DugNet 3 7

Status: Idle

( Connect )

8. After you have correctly configured your 802.1X configuration you must quit Internet Connect by selecting
Internet Connect in the menu bar and choosing Quit.
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9. After quitting Internet Connect to allow your Apple to connect automatically you must first select the Apple
move your cursor to Location and select Network Preferences

I3 Finder File Edit View Go Window Help

About This Mac
Software Update...
Mac OS X Software...

System Preferences...
Dock B

Location L v Automatic

Recent Items > Network Preferences...
Force Quit... NED

Sleep

Restart...

Shut Down...

Log Out Drew Smorul... ¥Q

10. After you select the Network Preferences a new dialog box should appear. This box displays the network
configuration for all network adapters on the box.

enn Network
<« » || Showall | Q
Location:  Automatic T’
Show: ~ Network Status ]
® Airfort AirPort is tumed on Dt is sot connected to 3 network.
@ Internal Modem Iesernal Modem I3 not set Uo.
{ Configure... ) ( Connect.. ) @
' s
{7 Cick the lock to prevent further changes. ( Assist me... ) Apply Now
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11. Double-click Airport and the dialog box should change to display the Airport configuration options. Your Airport
ID should be displayed as well as a drop down box. Make sure the drop down is selected to “Preferred
networks” instead of automatic. Select the + sign to all the 802.1X configuration to your location manager

en Network

Location:  Automatic

3 (&)

Show: AirPort
[‘AirPort = TCP/IP  PPPoE  AppleTalk  Proxies

AirPort 1D: 00:11:24:23:25:1a
By default, join: = Preferred networks E‘

Network Name Security

+

ArPort will connect to the first avalable network In the list, if none
e xailable, AirPort will ask before joining an open metwork. Drag
the network nante to recrder the st

Options "2‘ Show AirPort status in menu bar ?

n
1 Oick the lock 10 prevent further changes. ﬁs’gs’tﬁfrwﬁer ”Apglyr!f'roy

12. After you have selected the plus sign a new dialog box appears. Fill out the information as pictured below
replace the username and password with your MultiPass username/password.

Choose a security type and enter the name of the AirPort
network to join with an optional password.

Network Name: DugNet !

Wireless Security: = WPA2 Enterprise B

User Name: anastasio

Password; eesses

802.1X Configuration: DugNet T’

(?2) . Cancel ( 0K )
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13. After you fill out the required fields press OK. You should now have a new configuration named DugNet that
you created. Press the “Apply Now” button to add the configuration and quit the Location Manager

e o Network
Show All Q

Location: = Automatic 3]

Show: ~ AirPort )

[ AitPort = TCP/IP  PPPoE  AppleTalk  Proxies

AirPort ID: 00:11:24:a3:25:1a
By default, join: { Preferred networks

Network Name Security
DugNet WPA2 Enterprise
+

AlrPort will connect to the first avallable network in the Bst. If none
are available, AirPort will ask before joining an open network, Drag
the network name 1o reorder the list

Options.. ™ Show AirPort status in menu bar (?)

| % * Click the lock to prevent further changes. Assist me Apply Now

14. You will be prompted when you connect to verify the authentication certificate please press Show Certificate to
set the certificate trust settings.

(&) Verify Certificate

802.1X Authentication

re ~ The server certificate could not be validated because the root certificate is

@ missing.
'7 ,;s!','?f”._c,ﬂi_ﬁfﬂt,.e_. 7A_(_Iancel <) ( Continu_eﬂk)
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15. The dialog box will expand and the certificate trust setting will display. Please check the “Always trust these
certificates” check box so you will not get the Verify Certificate box anymore.

NN e Verify Certificate

802.1X Authentication

The server certificate is not trusted because there are no explicit trust
@ SeTtings.
|

™ Always trust these certificates

e Thawte Premium Server CA

radius.cr.dug.edu

Issued by: Thawte Premium Server CA

Expires: Wednesday, October 4, 2006 9:14:53 AM USSEastern
@ This certificate is valid

B Details
b Trust Settings

\?’) ( Hide Certificate ) ([ Cancel )  Continue )

The AirPort connection menu will now automatically connect you to the DugNet wireless network. After setting up
the connection initially, you will automatically reconnect to this wireless network whenever it is in range, unless you
change your password or erase the 802.1X profile.
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