Connecting To DuqNet Wireless (Windows Vista & Windows 7) C‘)‘

Prior to configuring your machine for DugNet wireless you need to initialize your MultiPass account (credentials that you
will be using for wireless). To do so, visit www.dug.edu/multipass and click the link for Initialize MultiPass Account.
Once you've followed the on-screen prompts and have initialized your account you can proceed with the following
instructions. Keep in mind that you will use this password that you've just created to setup your wireless connection.

Review the Duquesne Wireless Airspace Policy:

http://www.sites.dug.edu/cts/policies/policy dugnet wireless.shtml

This packet is used for connecting your Windows Vista or Windows 7 computer to the DugNet wireless network.

1. Go to Start (or the windows icon in the lower left hand corner)
2. Click Control Panel
3. Click on Network and Internet

Adjust your computer’s settings

iy  System and Security
"\J@ Review your computer's status
~ Back up your computer

Find and fix preblems
- Network and Internet-
&b View network status and tasks
“&@_. Choose homegroup and sharing options

4. Click on Network and Sharing Center

‘:‘? » Control Panel » Network and Internet »

Control Panel H :
ontrol Panel Home &AM Network and Sharing Center-
J' View network status and tasks Con

System and Security i j
Add a wireless device to the network
o Network and Internet
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5. Click on Manage Wireless Networks (left hand side)

L% » Control Panel » Network and Internet

Control Panel Home e ;
View your basi

Manage wireless networks ﬁ;&f
o

~ '

6. If you have already added DugNet remove it from the list by selecting it and clicking on “Remove

Manage wireless networks that use (Wir

Windows tries to connect to these networks in the or

Add - Adapter properties  Profile types

Metworks you can view (1)

hi DugMet

e

Security: WPAZ2-En

7. Click Add
8. Choose Manually Create a Network Profile

dﬂ] » Control Panel » Networkand Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below
o
A aptes U 1! Manually connect to a wireless network

Networks you ca
EH Dt How do you want to add a network?

Lb Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and

security key (if applicable]}.

9. Enter the information as follows

Network Name: DuqgNet
Security type: WPA2 — Enterprise
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Encryption: AES
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10.

11.

12.

13.

14.

T a N N P»—m
@ 21! Manually connect to a wireless network‘

Ehv Enter information for the wireless network you want to add

Network name: b:quet

Security type: [WPAZ-Enterprise

Encryption type: [ AES

Security Key: ‘, | [ ]Hide characters

Start this connection automatically

[7] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel ]

Click Next, Then close

Back on the manage wireless networks screen...

Right click DugNet

Go to Properties

Security tab
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Windows tries to conne

Add  Adapter properties

Manage wireless networks that use (Wireless Network Connection)

Networks you can view (1)

15. Click on Settings

DugNet Wireless Network Properties

searty

These settings are managed by your system
administrator.

Security bype: WPA2-Enterprise T

Encrypkion type:

Choose a network authentication method,
| Microsoft: Protected EAP (PEAP) v i
[V]Remember my credentials for this connection each

time I'm logged on
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Uncheck Validate server certificate

/@ Q‘, dﬂ] » Control Panel

» Network and Internet » Manage Wireless Networks
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Windows tries to connect

Add  Adapter properties

Networks you can view

Manage wireless networks that use (Wireless Network Connection)

H
DugNet Wireless Network Properties

] [Protected EAP Properties

When connecting:
validate server certificate

[ Tconnect to these servers:

Trusted Root Certification &uthorities)

]
[] America Online Root Certification Authority 1
[ class 3 Public Primary Certification Authority
[ DigiCert High Assurance EV Root CA
[7] Entrust.net Certification Authority (2048)
E] Entrust.net Secure Server Certification Authority

[7] Equifax Secure Certificate Authority
<« |

1 )

[l »

|| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

| Secured password (EAP-MSCHAP v2)

Y] [Conﬁgwe... ]

Enable Fast Reconnect
Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLY

Enable Identity Privacy

|
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16. Click Configure and Uncheck Automatically use my Windows log in name

Control Panel » Network and Internet » ManagerreIess Networks

Manage wireless networks that use (Wireless Network Connection)

- T
Windows tries to connect] DugNet Wireless Network Properties | X |
3 v,
Protected EAP Properties ’_$§__[ ;
Add  Adapter properties - —
EAP MSCHAPY2 Properties 25 3
Networks you can view (1)
g iv' DugNet When connecting: ]
= & Automatically use my Windows logon name and E
password {and domain if any}).
[] Entrust.net Certification Authority (2048)
[] Entrust.net Secure Server Certification Authority
[] Equifax Secure Certificate Authority -
< | 1 |
[ ] Donot prompt user to authorize new servers or trusted
certification authorities.
17. Click OK

If running Windows 7

18. Go back to the Security Tab option
19. Under Advanced Settings

20. Check Specify Authentication mode
21. Choose User Authentication
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Windows tries to connect

Add  Adapter properties

Manage wireless networks that use (Wireless Network Connection)

P
DugNet Wireless Network Properties | .2

Networks you can view (1)

User authentication

[ Delete credentials for all users

[ |Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

[ Allow additional dizlogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication

5.. DugNet Profile na

Security typll

v| | Save credentials |

22. Click OK

J [ concel ]

23. Double click wireless icon by the time. (5 bars)
24. Enter your multipass username/password
25. You should be connected!

If not please contact the CTS Help Desk at 412-396-4357 for assistance.
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